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» The Cloud Security Alliance defines cloud computing
as “... an evolving term that describes the
development of many existing technologies and
approaches to computing into something different.
Cloud separates application and information
resources from the underlying infrastructure, and the
mechanisms used to deliver them.”

* Is not really a model—if anything, it is a combination
of models

* Major step forward in technology arena--major
potential impact
- Mainframe -> PCs -> client server -> Internet -> Cloud

computing
- Is number one on Gartner’s Strategic Technology List
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 Cloud servers are often
- Highly distributed—over a range of physical locations
- Virtualized environments (covered later)—e.q.,
Amazon Elastic Computer Cloud (EC2) with massive
data center virtualization
* Access devices—clients are getting thinner and
thinner
» Mobile devices being used increasingly to
connect to cloud services
- CSPs have developed mobile applications for Sl
access (e.g., iPhone AppsStore applications) FEaSEs




About cloud computing (3) 6

EMAGINED SECURITY

it

|. T ) h

+—> it |
ARUIRRURARAY
AR

///’ Storage
server

=
—

i
\

/
|

LT
v
LTI
T

Application Database
server server



Major types of cloud service B
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» Software-as-a-Service (Saas)
» Providing a complete software application to end
users over the Web
» Software is hosted on provider’s platform(s) or
downloaded to client’s platform(s)
- Typically involves a subscription fee or per-usage
pricing model
* Infrastructure-as-a-Service (laaS)
- Providing fundamental IT resources (i.e., power,
storage and memory) via a network (e.g., the Internet)
» Based on virtualization and “virtualized infrastructure
stacks”
> Usually involves a subscription or per-usage (based
on resources used) pricing scheme
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Major types of cloud service 3
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 Platform-as-a-Service (Paas)
> Sometimes called “cloudware”

- Includes
- Web-based development tools such as Integrated

Development Environment (IDE)

- A run-time application platform that allows
applications to run in the cloud (normally on top of
laaS and provided as SaaS)

- Precludes the need to buy and manage necessary
software and hardware throughout the Software
Development Life Cycle (SDLC)
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» Cost savings (particularly in terms of TCO)
» Greater business agility

 Potentially greater collaboration among
employees

* Ability to get what you want when you want it
(often)
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Q: Rate the challenges/issues ascribed to the 'cloud'/on-demand model

(1=not significant, 5=very significant)

|
security I .6

Performance 63.1%
Availability 63.1%
Hard to integrate with in-house IT 61.1%

Not enough ability to customize [ 55,5 %

Worried on-demand will cost more [ 50.4 %

Bringing back in-house may be difficult [ 50 .0 %

Regulatory requirements prohibit cloud [ 49.2%

Not enough major suppliers yet H 44.3%

T T T T

0% 10% 20% 30% 40% 50% 60% 70% 80%

% responding 4 or 5
Source: |DC Enterprise Panel, August 2008 n=244
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- Data secuirity risks
 Denial of service

* Monitoring and auditing generally become
much more difficult
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 Cloud computing has until recently been justly
criticized as very “green” and immature—BUT—
this is starting to change

- Leaders have emerged, and they are now delivering
major quality cloud services

> Some CSPs now deliver IT services that are better in
terms of key performance metrics than we have in the
past

» The continued viability of lesser players is very much
threatened
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Mistake 2 — Assuming that going to 6

the cloud will make security WOI'S €:macmep securiry

* Like it or not, some CSPs now deliver information
security risk management services better (and
more cost effectively) than we have in the past!
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Mistake 3 — Assuming that going to B

the cloud means you lose all controlavienwe secuery

« Some CSPs allow more customer control than do
others

* You get as much control as the SLA says you do

* Even if you lose a lot of control, there are still
many controls you can implement in your own
network space
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Mistake 5 — Overestimating your B

CSP’s ablllty to provide data Securityfmeﬂvfosecumr

» Right now data security is just about the most
difficult problem in information security

- Data security-related risks have been greatly
magnified by cloud computing

« Guarantees and/or penalty clauses in the SLA are
some of the best ways to ensure that your data
are being suitably protected

* There are also many things you can do on your
end
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Mistake 6 — Underestimating legal B

issues associated with the cloud wenesecorry

* The contractual nature of relationships with CSPs
makes cloud computing a lawyer’s playground

* Moving to the cloud does not absolve an
organization of legal and/or compliance-related
responsibilities!
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Mistake 7 — Assuming that the &

transition process will be easy  suweneoseovery

* Risks in connection with migration of in-house to
cloud-based infrastructure are far greater than we
ever initially imagined

> Risks from having to bridge infrastructures
- Failover considerations

> Differences in authentication and authorization
mechanisms

» Change control—how do you do it?
» There are many additional considerations...

Eugene Schultz -: www.emagined.com :- Copyright 2011 Eugene Schultz - All rights reserved



Mistake 8 — Overlooking federated B

identity authentication methods  eweneosecvery

* A breakdown of traditional trust boundaries occurs
In most cloud services

« CSPs that support SAML allow authentication
through third-party authentication servers

- Helps ensure that strength of authentication is at desired
level

» Greater operational efficiency

- Helps alleviate the “all eggs in one basket” problem with
CSPs
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Mistake 9 — Assuming that your B

infosec practice will go on as usual eusweo secuery

* The composition and function of information
security practices will change drastically (and is, in
fact, already doing so) because of organizations’
moving to cloud services

* Governance level compatibility comprises a
particular difficult issue
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Mistake 10 — Ignoring cloud-

related incident response ISSUesS euwwen sccurrry

* Incident response in the cloud is generally more
difficult because customers typically lose at least
some control

> Should CSP be given full control over incident
response”?

> Shared control?
- Is it possible for the customer to retain most of the
control?
* Forensics investigations—how can they be
conducted?
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* The ability to monitor what
goes on in the cloud has
become one of, if not the most
critical part of information
security in the cloud

* Your SLA will state what you
can and cannot do

* Monitoring should include
conducting audits, but In
general auditing in the cloud is
more difficult
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 Cloud computing is starting to grow up—this is a
good thing
* The positives of cloud security are starting to

become increasingly apparent
- Up to now, it has in many respects been easier to see
the negatives

* Whether or not you like it, you are (or soon will be)
a player in the cloud arena
* Misconceptions and mistakes concerning security

In the cloud arena can be very costly!

» Come up to speed as soon as you can

» Maintain a proactive focus--drastic changes in the cloud
computing arena over the next few years are very likely
to occur
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* Never forget that for better or worse, the link
between your organization and cloud services is
the Internet

e Good luck!
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Questions?

Eugene Schultz

Emagined Security

2816 San Simeon Way

San Carlos, CA 94070

+1 (650) 593-9829
eugeneschultz@emagined.com
Web: www.emagined.com
Blog: baylinks.com/blogs
Dashboard:
dashboard.emagined.com

For a PDF copy of these slides
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seminar@emagined.com
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