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About Me

David Caissy 

Å Web App Penetration Tester

Å Former Java Application Architect

Å IT Security Trainer:

Å Developers

Å Penetration Testers
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Disclaimer

ÅPersonal opinion

ÅThings I often see

ÅApply mainly to web applications

ÅProblems andsolutions
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Agenda

ÅCertifications

ÅWeb App Vulnerability Scanners

ÅPerimeter Protections

ÅHackers vs Penetration Testers

ÅProjects vs Security

ÅThe "Untested"

ÅGood Clients

ÅCurrent Vulnerabilities?
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Certifications

David Caissy 

M.Sc., CEH, GPEN, GWAPT, GSEC, CISSP, OSCP, PMP, EANx 
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Threat Actors
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Threat

1
Script Kiddies 

Automated Tools 

2 Hackers

3 Advanced PersistentThreat (APT)
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Operating Systems vs Web Applications
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vs

Servers and 
workstations are similar

Web applications
are different!



Choosing a Web App Vulnerability Scanner

SecTool Market tested 64 scanners
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www.sectoolmarket.com/price-and-feature-comparison-of-web-application-scanners-unified-list.html
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Zed Attack Proxy (ZAP)



Using a vulnerability scanner requires skills!
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Setting up a Vulnerability Scanner

ÅSpecify the target

ÅLogin/logout conditions

ïDifferent accounts

ÅHTML forms

ÅScenarios (business flow)

ÅClean up (between scenarios)
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Setting up a Vulnerability Scanner

Other considerations:

ÅClient-side code (Javascript)

ÅWeb services support

ÅCode coverage (%)
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Vulnerability Scanners: Reports

ÅRead and understand the report

ïFalse positives?

ïContext?

ÅWrite your own report!

ÅClient fixes all vulnerabilities
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¢ƘƛƴƎǎ ȅƻǳ Ƴŀȅ ƘŀǾŜ ƳƛǎǎŜŘΧ

ÅLogical errors

ÅJavascript vulnerabilities

ÅPerimeter protection deficiencies

ÅScanners are sooooonoisy!!! 
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Vulnerability Scanners

Å¢ƘŜ ŜŀǎƛŜǎǘ ǿŀȅ ƛǎ ǊŀǊŜƭȅ ǘƘŜ ōŜǎǘ ƻƴŜΧ

ÅMy experience: 

ïMax 40% of findings are from scanners

ï1-day VA is way better than a single scan!
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Congratulations!

Your web app is now protected against automated tools!!
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BTW, this assessment of 
your critical system was 
done by a ǎŎǊƛǇǘ ƪƛŘŘȅΧ



Scanners vs IDS, IPS, WAF, SIEM and Firewalls

ÅVulnerability Scanners 

ïLook for vulnerabilities

ÅIDS, IPS, WAF, SIEM and Firewalls 

ïLook for attacks

ÅSame classesof vulnerabilities/attacks!

Ex:Both goodagainst injection attacks and both 
badŀƎŀƛƴǎǘ ƭƻƎƛŎŀƭ ŜǊǊƻǊǎΧ
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Canperimeter 
defenses catch 
everything?

No, we need 
humans too!!



Manual Testing

ÅFocus on things that scanners cannot find

ÅBetter at testing defenses!
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Hackers

ÅCan write their own exploits

ÅExperts in some areas

ï{ŎǊƛǇǘ ƪƛŘŘƛŜǎ ƛƴ ƻǘƘŜǊǎΧ

ÅFocus on breaking in

ÅGood at evading detection
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Penetration Testers

ÅPerform:

ïVulnerability scans

ïVulnerability assessments

ïPenetration tests

ÅGood communication skills

ÅCan be juniors(script kiddies) 

or experts(hackers)!
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