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About Me

David Caissy
A Web App Penetration Tester
A Former Java Application Architect

A IT Security Trainer:
A Developers
A Penetration Testers
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Disclaimer

APersonal opinion
AThingd often see
AApply mainly to web applications

AProblemsand solutions
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Agenda

ACertifications

AWeb App Vulnerability Scanners
APerimeter Protections
AHackers vs Penetration Testers

AProjectsvs Security
AThe"Untested"

AGood Clients
ACurrent Vulnerabilitie®
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Certifications

David Caissy

M.Scl,

CEH, GPEN, GWAPT, GSEC, CIS$
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Threat Actors

Script Kiddies
Automated Tools

Hackers
Advanced Persisterthreat (APT)
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Operating Systems vs Web Applications

Servers and Web applications
workstatio

WASP
S
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Choosing a Web App Vulnerability Scanne

SecTool Marketested 64 scanners

Zed Attack Proxy (ZAP)

WIVET SQLi RXSS LFI RFI  Redirect Backup

Accuracy  73%  100.0% 100.0% 75.0% 100.0% [IGIGH00N Sam0aas]
False Positive 30.0% 0.0% 0.0% 16.67% 0.0% 33.33%

Audit Input WebApp Flash CGI WebService
Features Vectors Scanner Scanner Scanner Scanner

17 11 Vv ) 4 x:a-f x

www.sectoolmarket.com/pricand-feature-comparisorof-web-applicationrscannersunified-list. html
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Using a vulnerability scanner requires skills!

OWASP
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Setting up a Vulnerabllity Scanner
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ASpecify the target

ALogin/logout conditions
I Different accounts

AHTML forms ﬂ
AScenarios (business flow)
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Adean up (between scenarios)
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Setting up a Vulnerability Scanner

Other considerations:
AClientside code (Javascript)
AWeb services support— _
ACode coverage (%) T

Mailbox name Do
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Vulnerability Scanners: Reports

ARead and understand the report
| False positives?
I Context?

AWrite your own report!
AClient fixes all vulnerabilities
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ALogical errors
AJavascript vulnerabilities
APerimeter protection deficiencies
AScanners are0o000onoisy!!
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Vulnerability Scanners

P

ACKS SlaArAsadad gl & Aa NI
AMy experience:

I Max 406 of findings are from scanners
I 1-day VA Is way better than a single scan!
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Congratulations!

Your web app is now protected agaiasttomated tools!!

I DON'T OFTEN USE COMMAND |
 PROMET, BUT WHEN 100
P AL

BTW thisassessment of
your critical system was
done by & O NJA LJi
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Scanners vs IDS, IPS, WAF, SIEM and Firewa

AVulnerability Scanners
I Look forvulnerabillities

AIDS, IPS, WAF, SIEM and Firewalls

I Look forattacks

ASame classasf vulnerabilities/attacks!

Ex:Bothgoodagainst injection attacks and both
badl I Ayad t23A0IFf SNNEN
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Canperimeter
defenses catch
everything?

No, we need
humanstoo!!
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Manual Testing

AFocus on things that scannersnnotfind
ABetter at testing defenses!
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Hackers

ACan write their own exploits
AExperts in some areas
i{f ONA LJI 1 AR

AFocus on breaking in
AGood at evading detectio
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Penetration Testers

APerform:
I Vulnerability scans
I Vulnerability assessments

I Penetration tests
AGood communication skills
ACan bguniors(script kiddies)
or experts(hackers)!
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