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Obligatory About Me

● NCC Group Principal Security Consultant 
Pentested numerous networks, web 
applications, mobile applications, etc.

● Hackbright Graduate
● Ticket scalper in a previous life
● @bones_codes | cara.marie@nccgroup.com

Not me, but sometimes I channel her ;)

mailto:cara.marie@nccgroup.com




Why?
1. What are your most important assets in your company?
2. How would an attacker get access to them?

Likely not through a single system or application – probably through a combination 
of things

3. Hence Red Team 



Red Team Benefits

● Understand the impact of a security 
breach

● Identify weaknesses in development 
and testing processes

● Test incident response capabilities
● Demonstrate security controls 

– justify security spending





Nobody likes a sad panda...





Security Assessment Flavors

Vulnerability 
Assessment Penetration Test

Red Team



Breadth

Depth

Vulnerability Assessment

Penetration Test

Red Team



1

Threat Model 
(environment, system, application, etc.)



Hard Candy Outside, 
Soft Gooey Center 

Guaranteed results from an external-only approach to security



Insider Threats
● Employee
● Third-party Contractor
● Client

● Deliberate / Malicious
● Compromised / Accidental



Trust your employees, but 
don’t allow unrestricted access 
across the organization



1

Threat Model 
(environment, system, 
application, etc.)

2

Vulnerability 
Assessment



Vulnerability 
Assessment

Goals / Purpose

● Identify as many vulnerabilities 
as possible 

● Prioritize these vulnerabilities 
for remediation

Exploitation is NOT a requirement



BUILD YOUR 
DEFENSE



We Run [INSERT VULN SCANNER]
We Don’t Need A Pentest

Yes, this is an argument I’ve heard...



Gaps in Automated 
Vulnerability Scanning

● Ratings lack context 
● Risk ratings can be 

wrong/misleading
● More noise than signal (if 

misconfigured)
● Encourages “set-and-forget”





1

Threat Model 
(environment, system, 
application, etc.)

2

Vulnerability 
Assessment

3

Penetration Test



Trust but
 

VERIFY



Penetration Test
Goals / Purpose

● Assess the risk of compromise
● Scoped to specific 

environment, system or 
application

Does NOT provide an accurate 
demonstration of incident response 
systems







Last Hackers movie reference – I promise...



Systems = Infra + App

PT = Systems (Discovery + 
Exploitation)

A penetration test is, in the simplest of terms...

- For the Win!



Default credentials + HTTP PUT method against */* 
– excellent configuration ESPECIALLY when exposed to the Internet...



– Profit!





Red Team
Goals / Purpose

● Assess end-to-end modeling of 
real-world threat actor 
techniques, tactics and 
procedures

● Identify and emulate attack 
path(s) 

Provides realistic assessment of 
incident response systems



1

Threat Model 
(environment, system, 
application, etc.)

2

Vulnerability 
Assessment

3

Penetration Test

4

Red Team *

* Depending on the results of previous assessments



Red Team Phases
Attacker Modeled Pentest

● Open Source Intelligence (OSINT)

* Obligatory hacker image



OSINT (Recon)

“...data collected from publicly available sources 
to be used in an intelligence context.”









Red Team Phases
Attacker Modeled Pentest

● Open Source Intelligence (OSINT)
● Social Engineering, i.e. phishing

* Obligatory hacker image



Social Engineering

The clever manipulation of 
the natural human tendency 
to trust.

One of the better (if not the best) social engineering attacks





Why phishing?
100% of the time, 

phishing works everytime

● Gain an idea of risk
● Improve user awareness
● Test internal processes







Red Team Phases
Attacker Modeled Pentest

● Open Source Intelligence (OSINT)
● Social Engineering, i.e. phishing
● Physical Penetration Test (optional)

* Obligatory hacker image



Physical Security
Who’s watching the watchers?



Getting In

The trick is to look the part,
act like you belong – 
confidence gets you everywhere



Bypassing right to exit heat sensors from the wrong side



Red Team Phases
Attacker Modeled Pentest

● Open Source Intelligence (OSINT)
● Social Engineering, i.e. phishing
● Physical Penetration Test (optional)
● Network Penetration Test (NPT)

* Obligatory hacker image



I googled “Hacker Ninja” and this is what I got :/



Interesting deprecated service...



Define a job and profit!



Red Team Roadmap

OSINT / Recon

Social Engineering / 
Physical Intrusion

Use Privileges

Escalate Privileges

Profit



1

Threat Model 
(environment, system, 
application, etc.)

2

Vulnerability 
Assessment

3

Penetration Test

4

Red Team *

0

* Depending on the results of previous assessments

Repeat Annually



Conclusion

Drink the koolaid…
but only once the security 
program is mature 
enough to handle it.

Benefits Round 2 – The Final Round:

● Understand the impact of a security 
breach

● Identify weaknesses in development 
and testing processes

● Test incident response capabilities
● Demonstrate security controls 

– justify security spending



Questions?
@bones_codes | cara.marie@nccgroup.com


