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Where is this taklng me”?

http://www.diinnovationconference.com/

http://63.172.234.25

http://0Ox3FACEA19

http://1068296729

http://077.0254.0352.031

http://goo.gl/jeSA3x

http://bit.ly/1tDtOLB

http://tinyurl.com/[vuhoqgy
http://www.gooqgle.com/search?hl=en&qg=Digital+Insight+Innovation+Conference&btnl=
http://d%49%49%6E%6E%6Fvat%49%6F%6E%63%6F%6Efere %6 E%63e.%63%6Fm/
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http://www.diinnovationconference.com/
http://63.172.234.25/
http://63.172.234.25/
http://63.172.234.25/
http://63.172.234.25/
http://goo.gl/jeSA3x
http://bit.ly/1tDt0LB
http://tinyurl.com/jvuhogy
http://www.google.com/search?hl=en&q=Digital+Insight+Innovation+Conference&btnI
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How do | know where the URL Is taking me?

http://longurl.org/

P LongURL | The Universal v x

& - C [longurlorg

.

| About

Expand Services Tools

Browse with Confidence and Increased Security!

Awald phishing, malware, and viruses by examining short URLS before visiting them. Find out where links raaily
take you.

http://is.gd/w

Expand

New! Announcing the LongURL AP version 2.01

Supported Services: tinyurl.com, i=.gd, ping.fm, url.ca, bitly,
snipurl.com, tweetburner.com, metamark.net, url.ie, x.s8,
Burl.com, yep.it, piurl.com, and more!

"The tool displays the full URL...neutering any attack that might
depend on obfuscating a clearly unwelcome URL. It's one of those
nice, no-hrainer solutions."—Erik Larkin, PC World
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How can | tell if a website 1s not malicious?

Norton Safeweb
https://safeweb.norton.com/

|@) Report for piratebay.com | %

€ > C [ safeweb.nortoncom/repart/show?url=piratebay.com T 2 =

v/ Norton™ Safe Web

English » Help » Signin »

Horme About Safety & Threats Cormmunity Buzz

Safe Web Report for:

Look up a site. Get
our rating.
SCREENSHOT NOT
AAEE S piratebay.com
Web Site Location gg United Kingdom

enter site address Q

Norton © sware B3
Rating Norton Safe Search
Morton Safe Web has analyzed piratebay.com Nortan Safe Search qQ
for safety and security problems.
SAFE Summary
Site CGwner?  nopran safe web found no 1ssues with this Community Rating

Click here sire.

+ Cornputer Threats: 0 1.8
+ Identity Threats: 0 ll
s Annoyance factors: 0

rated by 13 users

Ay harm wou or

Total threats on this site: 0 ¥our compurer

The Martar rating is a result of Symantec's autorated

analysis system. Learn more, Your Review hd

Tha cminicnc of o icare aracaflacrad conararabiin tha

McAfee Threat Intelligence
http://www.trustedsource.org/

@ piratebay.com - Domain - %

&«

= C' | [ www.mcafee.com/threat-intelligence/domain/default.aspx?domain=piratebay.com =

U McAfee

/Meriy
Search MSKU
TESTED 23-)

pport Communi

FlLike m ;n' =

An Intel Company Business Home | AboutUs | Purchase

Threat Center Salu

Home » M ee La » Threat Intelligence

Web
Reputation

Threat Detail

High Risk piratebay.com

Medium Risk

d Web Category: Illegal
c S

Unverified

Minimal Risk

Next Steps:  Search Again View All Threats Sign Up McaAfee Labs Security Advisory Dispute a URL or Classification

» Overview
This page shows information on the domain's affiliations, dns and mail server information, activation, history and

Associated IP Addresses associations.

Online Affiliations DNS Servers for this Domain

No results found



https://safeweb.norton.com/
http://www.trustedsource.org/

P
X
4

b
‘

|
N
N
]
N
]
4

A

Use a secure password

How secure is my
password?

How can | keep my

Have | been affected password safe?

by a breach?
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Adopt MFA!
» Google

 Facebook
* LinkedIn
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« C' (A httpsy//howsecureismypassword.net 4 ol =

stealing your pass
ly could be.
Be careful where you type your



https://howsecureismypassword.net/
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{ PLAUSIBLE. ATTACK. O A WEAK REMSTE
WER SERVICE. YIS, CRACKIN'G A STOLEM

S 1A mﬁrzﬁ,&ﬂ'wsmwm
AERAGE LSER SHOULD wt@ey ASoUT. )

DIFFIiCcOLTY T GUESS:

EASY

WAS IT TROMBONE? NG,
TROUBADOR. AND ONE OF
THE Os WAS A ZEROT

L1
AND THERE \WAS

e}

DIFFICOLTY TO REMEMBER:
HARD
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2" — 550 YEARS AT
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DIFFICOLUTY T GLESS:

HARD

DIFFICOLTY TO REMEMBER:
YOU'VE ALREADY
MEMORZED IT

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED

EVERYONE T USE PASSWORDS THAT ARE HARD FOR HUMANS
TO REMEMBER, BUT EASY ForR COMPUTERS ToO GUESS.




 |astpass.com, password safe

Digital Insight ~ Innovatio x

€« C' [ www.diinnovationconference.com

60/(6’/&/@/‘ /é/f/(}

My LastPass Vault

Why attend?  Agenda Innovation Hall Engage Tray Sites

Form Fils ‘ %oaﬁ AN /ﬂ//ﬂ/}o

Generate Secure Password

Secure Notes
Recently Used
Tools

Preferences

Help

Stephen Dubner, bestselling co-authorof
Freakonomics Superfreakonomics and Think Like a Freak:
s = Logoff: cassio@cassiogoldschmidt com
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Browser-based:

e ¢

e @

Chrome 34  Firefox 29  Safari 7.0 IE 11 Android
Browser
_ _ 4.3
Third-party:
1Password LastPass  KeePass Keeper Norton
4.5 2.0 2.24 75 |dentitySafe 2014

Credits: David Silver, Suman Jana, and Dan Boneh, Stanford University; Eric Chen and Collin Jackson, Carnegie Mellon University



* Dynamically change “form action” tag
using JavaScript

* DNS trickery (change IP, maintain DNS
name)

* Redirect sweep attack on HTTP Login
Page (Aug 22 2014).

Credits: David Silver, Suman Jana, and Dan Boneh, Stanford University; Eric Chen and Collin Jackson, Carnegie Mellon University
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GET papajohns.com <
REDIRECT att.com Gﬁ

GET att.com

< + attacker JS 3 att.com

automatic
autofill

att.com

password
stolen!

GET papajohns.com

papajohns.com

<

Credits: David Silver, Suman Jana, and Dan Boneh, Stanford University; Eric Chen and Collin Jackson, Carnegie Mellon University
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Disable Autofill...

Vulnerable

Not Vulnerable

an NGH company

Credits: David Silver, Suman Jana, and Dan Boneh, Stanford University; Eric Chen and Collin Jackson, Carnegie Mellon University
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How to find out if my password or my user’s accounts have
been breached?

https://haveibeenpwned.com

‘;-- Have Ibeen pwned? Chec %

& - C @ httpsy//haveibeenpwned.com

'»--have i been pwned?

Check if you have an account that has been compromised in a data breach

cassio.goldschmidt@digitalinsight.com‘ pwned? J

Good news — no pwnage found!



https://haveibeenpwned.com/

How to | know my AV
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Use an Ant

The AV says the file is

okay... Can | get a
“second opinion”?

Do | still need AV?
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s Antivirus still relevant?

« Traditional AV is not enough

* Firewall

« Digital identity safeguard

* Prevents unauthorized access to webcam
« Alerts dangerous public WiFi networks
« Parental control

* Vulnerability scanner

« System hardening

« Download intelligence

« Behavior blocking

 Email, IM scan

« System optimization

INNOVATION D DIGITAL
CONFERENCE INSIGHT

n NCR company
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€ 2 C www.eicar.org

ABOUT US  CONFERENCE  PROJECTS  ANTI-M ARETESTFILE  PRESS

CLOSED AREA

Loginname

Password

DOWNLOAD ‘
ANTI MALWARE TESTFILE ., W00

_Searchword OK

23" ANNUAL EICAR CONFERENCE
NOVEMBER 17-18, 2014

FRANKFURT, GERMANY

SN D)


http://www.eicar.org/85-0-Download.html

i?ﬁﬂ&.l'“llﬂlﬂlﬂﬁﬁ&'
R A2V SN ENF

N 7N N

'Aﬁ--ak“ﬂ

What's the most comprehensive way to scan a file”?

https://www.virustotal.com

/P VirusTotal - Free Online V/ x |

€ >C https://www.virustotal.com

®
"

#® Community Statistics Documentation FAQ About /™ English Join our community Sign in

MBvirustotal

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, frojans, and all kinds of malware.

O File @ URL Q Search

| Fho?File =
Maximum file size: 64MB No file chosen

By clicking 'Scan it!, you consent to our Terms of Semvice and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details

N Blog | W Twitter | &5 contact@virustotal.com | % Google groups | 4 ToS | @ Privacy policy

® -smue

(J) VirusTotal - Free ..


https://www.virustotal.com/

Never bank from an untrusted

network
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How do | defend against zero day attacks?

» Alot of the vulnerabilities are based on the
same types weaknesses.

» Microsoft EMET can mitigate some vulnerabilities
before patches are out!

Expenence
Toolkit




XS

AN NN 7N

DIGITAL

/ ;4 an NCR company

INSIGHT




R <N NN NN TS A
R [N AN D

SN N 70 V7 7 7 5 NP O 7N N A

— rtificate Validation

Cert Auth Evil Cert uth
Cert Auth

Cert Auth

41‘ <‘
Cert Store

OINNOVATION |_? DIGITAL
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Pinning — How does It work?

Cert Auth

DIGITAL
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= -
| To release input, press Ctrl+Alt.

Forensics Lenovo Quickbase Security  Third_Party... www.sitem:
google-aut... Soluti... CIS vuln dis... Presentatio... (2).csv of FraudGu

T H 2 A H 2 B

~$2014 T =20+ best FREE  Calendar  LockoutSta... QuickHash-...  Securi TODO
Risk Asesse... securitytoo... Analyticsxisx - Shortcut Threat .. NOW.txt

B 0 R G e —
- o EX

2014 T Risk /1 PN
Asessemeit... )

hosts - Notepad
File Edit Format View Help
# For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme.com # x client host

localhost name resolution is handled within DNS itself.
127.0.0.1 localhost
Rra b localhost
172.20.100.243 plnaplandesk@l
65.241.35.157  www.customer.org
65.241.35.157 waaw.diqadr.com
192.168.2.21 upload.superplayer.com.br
54.235.177.224 www.premier.org

Running Processes
ProcessID | Process Name 4 |Running EMET
5852 ALCKREST - ThinkVantage AutoLock Resident module
1692 armsvc - Adobe Acrobat Update Service

% : Refresh K 1 Enterprise
Assessment | e
ui

12:09 AM
7/28/2014
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